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~ Creating a message to be broadcasted via
202/\/ user input.
A 4
Serializing the message to a predetermined
—~ format.
204
\ 4
Transmitting the message to an application
206/\/ programming interface (API).
\ 4
Scheduling a broadcast of the message
—~ based on the user input.
208
\ 4
Transmitting the message to the at least one
server responsive to the scheduled
210" broadcast.

FIG. 2



U.S. Patent Aug. 11, 2015 Sheet 3 of 3 US 9,106,596 B2

300

/\/320 o 310

PROCESSOR <«—»  MEMORY

SOFTWARE
MODULE

330 —~

FIG. 3



US 9,106,596 B2

1
METHOD AND APPARATUS OF
CONFIGURING A DATA BROADCAST
SERVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

The instant application is a continuation of and claims
priority from U.S. patent application Ser. No. 13/099,832,
filed May 3, 2011, entitted METHOD AND APPARATUS
OF CONFIGURING A DATA BROADCAST SERVICE,
now U.S. Pat. No. 8,751,574, issued on Jun. 10, 2014, the
entire contents of which are incorporated by reference herein.

TECHNICAL FIELD OF THE INVENTION

This invention relates to a method and apparatus of con-
figuring a data broadcast service application, and in particu-
lar, to autonomously creating a scheduled broadcast based on
user input preferences.

BACKGROUND OF THE INVENTION

User workstations or subscriber devices, personal comput-
ers (PCs), handheld devices, tablet devices, smart phone
devices, and other web capable devices operate in a commu-
nication network by communicating with controlling devices,
servers and access points. In order for the web capable device
to receive messages from another device operating in the
communication network it needs to subscribe to a broadcast-
ing channel of communication. The subscription process may
include, for example, one or more hyper text transter protocol
(HTTP) POST requests. For instance, one POST request may
be for a subscription and another POST request may be to
acknowledge the subscription.

A POST request is used to send data to be processed to a
server, which may be performed by a common gateway inter-
face (CGI) script. APOST request may include ablock of data
sent with the request in the message body. A POST request
may also include extra headers to describe the message body,
such as content-type and content-length. The HT'TP response
is normally program output and is not a static file. POST can
be used to request various different data types.

“POST” is one of many request methods supported by the
hypertext transfer protocol (HTTP) used by Internet users of
the world wide web. The POST request may be used when the
client needs to send data to the server as part of the request, for
example, when uploading a file or submitting a completed
form to a server. In contrast to the more general “get me this
resource” (GET) request method, where only a URL and
headers are sent to the server, POST requests also include a
message body. This allows for arbitrary data length of any
type to be sent to the server. For instance, headers used in a
POST request may indicate the message body’s Internet
media type to the server.

In general, POST requests are used to transfer data from a
client to a web server since the web server does not log the
sent data. This permits binary data to be sent, which is useful
for transferring byte arrays or serialized Java objects, such as
JavaScript object notation message (JSON) format. POST
provides the portability of the request to any server platform.
This allows for any web capable server to be a subscriber of
the broadcast service without any extra configuration or soft-
ware, additionally it allows the system to be programming
language agnostic because most web languages are capable
of consuming POST requests.
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Users of web enabled devices may desire to perform
administrative functions with minimal input. For example,
backend applications, such as general purpose servers, e-mail
servers, calendar servers and other communication servers
may require substantive administrator experience to config-
ure and execute user commands. Currently, there are various
different communication methods implemented between
servers which utilize a subscription/subscriber pattern, how-
ever, these methods require a live remote connection between
servers by utilizing a TCP or UDP-based connection.

SUMMARY OF THE INVENTION

One embodiment of the present invention may include a
method of broadcasting a message to at least one server, the
method may include creating a message to be broadcasted via
user input, serializing the messageto a predetermined format,
transmitting the message to an application programming
interface (API), scheduling a broadcast of the message based
on the user input, and transmitting the message to the at least
one server responsive to the scheduled broadcast.

Another example embodiment of the present invention
may include an apparatus configured to broadcast a message
to at least one server. The apparatus may include a user
interface configured to receive user input to create a message
to be broadcasted. The apparatus may also include a proces-
sor configured to serialize the message to a predetermined
format, and a transmitter configured to transmit the message
to an application programming interface (API). The proces-
sor is further configured to schedule a broadcast of the mes-
sage based on the user input, and the transmitter is further
configured to transmit the message to the at least one server
responsive to the scheduled broadcast.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates example network configurations, accord-
ing to example embodiments of the present invention.

FIG. 2 illustrates a flow diagram of an example method
according to an example embodiment of the present inven-
tion.

FIG. 3 illustrates an example network entity device con-
figured to store instructions, software, and corresponding
hardware for executing the same, according to example
embodiments of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

It will be readily understood that the components of the
present invention, as generally described and illustrated in the
figures herein, may be arranged and designed in a wide vari-
ety of different configurations. Thus, the following detailed
description of the embodiments of a method, apparatus, and
system, as represented in the attached figures, is not intended
to limit the scope of the invention as claimed, but is merely
representative of selected embodiments of the invention.

The features, structures, or characteristics of the invention
described throughout this specification may be combined in
any suitable manner in one or more embodiments. For
example, the usage of the phrases “example embodiments”,
“some embodiments”, or other similar language, throughout
this specification refers to the fact that a particular feature,
structure, or characteristic described in connection with the
embodiment may be included in at least one embodiment of
the present invention. Thus, appearances of the phrases
“example embodiments”, “in some embodiments”, “in other
embodiments”, or other similar language, throughout this
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specification do not necessarily all refer to the same group of
embodiments, and the described features, structures, or char-
acteristics may be combined in any suitable manner in one or
more embodiments.

In addition, while the term “message” has been used in the
description of embodiments of the present invention, the
invention may be applied to many types of network data, such
as, packet, frame, datagram, etc. For purposes of this inven-
tion, the term “message” also includes packet, frame, data-
gram, and any equivalents thereof. Furthermore, while certain
types of messages and signaling are depicted in exemplary
embodiments of the invention, the invention is not limited to
a certain type of message, and the invention is not limited to
a certain type of signaling.

FIG. 1 illustrates a communication network according to
example embodiments of the present invention. Referring to
FIG. 1, abroadcast server 102 provides an interface for a user
to input a message. The message may be a calendar entry
corresponding to a calendar application 104 installed on the
broadcast server 102. The message may include a range of
times for the message to be broadcasted (e.g., every day, every
two days, once a week, etc.). The message is transferred to a
scheduler engine 106 that is in communication with a notifi-
cation service 108. Subscribers 110, 120 and 130 may be part
of different domains 112, 122 and 132, respectively. The
subscribers 110-130 may receive the calendar message(s)
from the NS 108 depending on their status and subscription
information.

As stated above, the broadcast server 102 provides an
interface for a user to input or create a message with a range
of dates for this message to be broadcasted. For example, the
range of dates may be a multiple-layered calendar request to
be performed by the calendar application 104 at the specified
times. The actual message could be anything that is required
for a successful communication to be established. For
instance, in the case of scheduling a date for a specific task to
be performed, the transferred message will include at least
one date. The message contents and format are based on the
application. In this example, the message will need at least
one date, allowing the subscriber(s) to know when the con-
tents of the message should be executed and/or scheduled.

An example message is composed of a text subject
included in the message body. The text subject may include a
date and the body of the message may include other informa-
tion that is being broadcasted. The message body could be
simple text or an object. This message is serialized to JSON
including a target host URL. An example of serializing a data
message into JSON may include: {“subject™ “11-12-2011
09:30:30”, “body”: {“subject”: “maintenance”, “body””: “The
server is undergoing maintenance”} }. This example is based
on a scheduled server maintenance date that includes a
numeric date, time and description of the service to be per-
formed.

According to example embodiments of the present inven-
tion, cross-domain message broadcasting (e.g., domains 112,
122 and/or domain 132) via HTTP POST requests may be
performed without a “live” or “open” communication
between web servers. A user may schedule tasks to multiple
web servers that reside in heterogeneous domains by imple-
menting HTTP POST requests. One example may include the
scheduling of'a maintenance period for multiple web servers.
Since the subscribed web servers do not require an active
connection be setup between the various web servers, the
channel maintenance overhead for communication between
the web server sender and web server receiver may be reduced
or eliminated.
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The message may be sent to a calendar application, such as
Google® Calendar via the Google calendar REST API.
REST-styled architectures include clients and servers. Clients
initiate requests to servers, while servers process requests and
return appropriate responses. Requests and responses are
built around the transfer of representations of resources. A
resource can be essentially any coherent and meaningful con-
cept that may be addressed. A representation of a resource is
typically a document that captures the current or intended
state of a resource.

At any particular time, a client can either be in transition
between application states or “at rest.”” A client in a rest state
is able to interact with its user, but creates no load and con-
sumes no per-client storage on the servers or on the network.
The client begins sending requests when it is ready to make
the transition to a new state. While one or more requests are
outstanding, the client is considered to be in transition. The
representation of each application state contains links that
may be used next time the client chooses to initiate a new state
transition. RESTful applications maximize the use of the
pre-existing, well-defined interface and other built-in capa-
bilities provided by the chosen network protocol, and mini-
mize the addition of new application-specific features on top
of'it.

In operation, the message generated by the user includes
information that could be used to schedule an operation for
the subscribed servers 110-130. The message will be broad-
casted to those subscribed servers 110-130 via the broadcast
server 120. The message will be submitted to the scheduling
engine (scheduler) 106. The scheduler executes a code based
on the user’s input dates to send the message to the notifica-
tion engine such as Amazon simple notification service
(SNS). The code refers to the software-based program that
schedules the execution of other software, such as
Microsoft® Message Queuing. Scheduler software solutions
are well-known and therefore the details of the software pro-
gram scheduling operations will be omitted from further dis-
cussion.

The message is broadcasted to all subscriber web applica-
tions viaa HTTP POST message format in a domain agnostic
manner. Because the message is broadcasted to a notification
engine, the sender only needs to send a POST request to this
notification engine including the message. The engine is then
capable of sending a POST request to each of its subscribers
(other servers) with the same message. Because the subscrib-
ers can reside in different domains, the communication may
be referred to as domain agnostic.

The subscriber web application hosts a rest endpoint that
receives the message/notification. This REST endpoint
includes logic to acknowledge if a message/notification is a
request for subscription or a regular message, and, if a request
for notification is received the endpoint returns a HTTP
response to confirm its subscription. The term “REST end-
point” is used to indicate that the URL is residing in a web
server. The REST endpoint is capable of understanding
REST-based operations. If the received message is deemed a
regular message it may process the message and either store
its contents or use them for the purpose of a hosted web
application.

The message used to confirm a subscription has a specific
format based on the notification engine used by the applica-
tion service. Regular messages have a different format than a
subscription confirmation message and therefore are treated
as messages sent from a broadcast server. Referring to FIG. 1,
the domains 1, 2, . . . N are symbolic representations of
heterogeneous web domains such as kaseya.com, google-
.com, msn.com, etc. The service operation messages and their
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corresponding responses are encoded as JavaScript object
notation messages (JSON), which are used to represent
simple data structures and associative arrays or objects. JSON
is language-independent and uses parsing which provides
interoperability of different programming languages and
their corresponding operating environments.

According to one example embodiment, a user accesses the
system via a user interface. This interface allows the user to
create a dated message or event via some form of text and/or
calendar input. This message is built and serialized to JSON
upon creation. The message or event is scheduled by a sched-
uling system, and is to be executed on the date specified by the
user. Once the message is triggered for execution from within
the scheduling system, a code will send this message to a
notification engine, such as the Amazon simple notification
service SNS 108 via an HTTP request. This engine will then
broadcast the message using an HTTP request to each of the
subscribers’ endpoint, presumably web servers 110, 120 and/
or 130. The message arrives at the web servers or subscribers
as a HT'TP request and the server(s) are capable and of de-
serializing the JSON message and executing a code based on
the message. The subscribers or web servers can belong to
any web domain, and the time between transmitting and pro-
cessing messages, the system has the potential of being idle.

FIG. 2 illustrates a flow diagram illustrating an example
method of operation according to an example embodiment of
the present invention. Referring to FIG. 2, a method of broad-
casting a message to at least one server is disclosed. The
method may include creating a message to be broadcasted via
user input, at operation 202. The method may also include
serializing the message to a predetermined format, at opera-
tion 204, transmitting the message to an application program-
ming interface (API), at operation 206, scheduling a broad-
cast of the message based on the user input, at operation 208
and transmitting the message to the at least one server respon-
sive to the scheduled broadcast, at operation 210.

The operations of a method or algorithm described in con-
nection with the embodiments disclosed herein may be
embodied directly in hardware, in a computer program
executed by a processor, or in a combination of the two. A
computer program may be embodied on a computer readable
medium, such as a storage medium. For example, a computer
program may reside in random access memory (“RAM”),
flash memory, read-only memory (“ROM”), erasable pro-
grammable read-only memory (“EPROM”), electrically
erasable programmable read-only memory (“EEPROM”),
registers, hard disk, a removable disk, a compact disk read-
only memory (“CD-ROM”), or any other form of storage
medium known in the art.

An exemplary storage medium may be coupled to the
processor such that the processor may read information from,
and write information to, the storage medium. In the alterna-
tive, the storage medium may be integral to the processor. The
processor and the storage medium may reside in an applica-
tion specific integrated circuit (“ASIC”). In the alternative,
the processor and the storage medium may reside as discrete
components. For example, FIG. 3 illustrates an example net-
work element 300, which may represent any of the above-
described network components 102, 106,108, 110, 120, 130,
etc.

As illustrated in FIG. 3, a memory 310 and a processor 320
may be discrete components of the network entity 300 that are
used to execute an application or set of operations. The appli-
cation may be coded in software in a computer language
understood by the processor 320, and stored in a computer
readable medium, such as, the memory 310. The computer
readable medium may be a non-transitory computer readable
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medium that includes tangible hardware components in addi-
tion to software stored in memory. Furthermore, a software
module 330 may be another discrete entity that is part of the
network entity 300, and which contains software instructions
that may be executed by the processor 320. In addition to the
above noted components of the network entity 300, the net-
work entity 300 may also have a transmitter and receiver pair
configured to receive and transmit communication signals
(not shown).

While preferred embodiments of the present invention
have been described, it is to be understood that the embodi-
ments described are illustrative only and the scope of the
invention is to be defined solely by the appended claims when
considered with a full range of equivalents and modifications
(e.g., protocols, hardware devices, software platforms etc.)
thereto.

What is claimed is:

1. A method of broadcasting a message, the method com-
prising:

creating a message to be broadcasted based on at least one

scheduling parameter of a calendar application;
serializing the message to a predetermined format;
transmitting the message to an application programming
interface (API);
scheduling a broadcast of the message based on via a
scheduling application of a broadcast server based on
the at least one scheduling parameter; and

transmitting the message responsive to the scheduled

broadcast.

2. The method of claim 1, wherein the message is a calen-
dar message comprising at least one date to be broadcast and
at least time to be broadcast.

3. The method of claim 2, wherein the serialized message is
a JavaScript object notation message (JSON) comprising a
subject portion that includes at least one date and time, and at
least one body portion that includes other message informa-
tion.

4. The method of claim 1, further comprising:

receiving a hyper text transfer protocol (HTTP) response to

confirm the at least one server’s subscription to the
broadcast, the HTTP response being received respon-
sive to the broadcast message.

5. The method of claim 1, wherein the message further
comprises a target uniform resource locator (URL) associated
with at least one server.

6. The method of claim 1, wherein the message is broadcast
to a plurality of domains via a HITTP POST message.

7. The method of claim 1, wherein the message is broadcast
to a REST endpoint device.

8. An apparatus configured to broadcast a message, the
apparatus comprising:

auser interface configured to create a message to be broad-

casted based on at least one scheduling parameter of a
calendar application;

a processor configured to serialize the message to a prede-

termined format;

a transmitter configured to transmit the message to an

application programming interface (API); and

wherein the processor is further configured to schedule a

broadcast of the message via a scheduling application
based on the at least one scheduling parameter, and the
transmitter is further configured to transmit the message
responsive to the scheduled broadcast.

9. The apparatus of claim 8, wherein the message is a
calendar message comprising at least one date to be broadcast
and at least time to be broadcast.



US 9,106,596 B2

7

10. The apparatus of claim 9, wherein the serialized mes-
sage is a JavaScript object notation message (JSON) compris-
ing a subject portion that includes at least one date and time,
and at least one body portion that includes other message
information.

11. The apparatus of claim 8, further comprising:

a receiver configured to receive a hyper text transfer pro-
tocol (HTTP) response to confirm the at least one serv-
er’s subscription to the broadcast, the HTTP response
being received responsive to the broadcast message.

12. The apparatus of claim 8, wherein the message further
comprises a target uniform resource locator (URL) associated
with at least one server.

13. The apparatus of claim 8, wherein the message is
broadcast to a plurality of domains via a HT'TP POST mes-
sage.

14. The apparatus of claim 8, wherein the message is
broadcast to a REST endpoint device.

15. A non-transitory computer readable storage medium
comprising instructions that when executed cause a processor
to perform broadcasting a message, the processor being fur-
ther configured to perform:

creating a message to be broadcasted based on at least one
scheduling parameter of a calendar application;

serializing the message to a predetermined format;

transmitting the message to an application programming
interface (API);
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scheduling a broadcast of the message via a scheduling
application of abroadcast server based on the at least one
scheduling parameter; and

transmitting the message responsive to the scheduled

broadcast.

16. The non-transitory computer readable storage medium
of claim 15, wherein the message is a calendar message
comprising at least one date to be broadcast and at least time
to be broadcast.

17. The non-transitory computer readable storage medium
of claim 16, wherein the serialized message is a JavaScript
object notation message (JSON) comprising a subject portion
that includes at least one date and time, and at least one body
portion that includes other message information.

18. The non-transitory computer readable storage medium
of claim 16, wherein the processor is further configured to
perform:

receiving a hyper text transfer protocol (HTTP) response to

confirm the at least one server’s subscription to the
broadcast, the HTTP response being received respon-
sive to the broadcast message.

19. The non-transitory computer readable storage medium
of claim 16, wherein the message further comprises a target
uniform resource locator (URL).

20. The non-transitory computer readable storage medium
of'claim 16, wherein the message is broadcast to a plurality of
domains via a HTTP POST message.
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